2 |

System acces _
(aut¥1entication) Fast _playback with
configurable step

Search by time/date

View and search
archive
Search by alarm

Real-time
surveillence

Alarm signaling, including e-mail
sending and other notification
actions







Motion detection
in camera image
subwindow

-

Operator Alarm events generation

Alarm signaling,
including e-mail
sending and other
notification actions

Camera motion detection : :
alarms generation Camera

Alarm detection from

external sensor
Alarm sensor

Storage of alarm events
records in system database



Motion detection
parameters

Archive managment
(devices paths)

View managment

Record Schedule
management

Video transmission
quality

Alarm conditions
management










Adding/Removing
new cameras
“on the fly"

Video sources Grab _many_
video streams

Storage media Increase archive capacity
(w/o data loss)

Option to remove physical device

Start recordings on
Alarm events detection

Video clip to a separate
network fileserver

Alarm records to
system database




Sync all machines to
time server

. System machines
Time server




User record

Motion detection area

-Name : String
-Password : String
-Rights : User rights

-Camera : Logical camera
-RegionOfinterest

Logical camera

U s -Name : char
ser rights -Pan : double
-AdministratorRights -PhysicalCameraNumber : int
-ArchiveRights -Tilt : double
-RealTimeRights -Zoom : double

I

View
-CamerasArray : Logical camera *
I
Time period Shedule record Alarm condition

-EndTime : Time stamp
-StartTime : Time stamp

+Day : int
+Hour : int
+Minute : int
+Month : int
+Second : int
+Year : int

-Activate : Alarm condition
-CamerasToRecord : View

-Action(email, pager)
-NotifyOperators : boolean
-PossibleActivityPeriod : Time period
-Source(can be NULL) : Alarm source

Time stamp —_——

Video clip

-ClipLength : int
-StartTime : Time stamp

Alarm source

-PhysicalAlarmSource

Alarm record

L]

-AlarmSource : Alarm source
-AlarmTime : Time period













*Saving of alarm records

*Videoclip search: by time, by camera;
*Search and retrieve of alarm

records: by date, by source;

*Capacity increase - adding new devices,
without system halt;
*Permition/prohibition of recording

to definite physical devices

*Makes periodic checks of the free space,
deletes old records

*Video and alarm records deletion
*Storing system settings

*Keeps track on the free space on the
physical drives, specifies where to place
new recordings

Archive

Client/Player

* Implements GUI;
* Plays back and displays
video records

Streaming server

Alarm detector

External Alarms

table;

AN

*Waits for alarm signal
*Arrived signal is tested

to produce an alarm event
though AlarmConditions

*Upon registration of alarm
event a sigbnal is sent to
Archive Manager, Player

and Record Schedule Manager

*Transmits archived and live videoclips
*Allows multiscreen playback
*Controls playback quality

AN

Motion detector

Recording shedule

Grabber

F—--n

| [

manager

Physical camera

* Turns off and on the recording of

camera streams on time schedule and
alarm events

* Handles alarm signals from AlarmDetector

* Detects motion in the specified subregion
of incoming videostream - may be based on
mux hardware motion detection;

* Sends signal to AlarmDetector, when
motion is observed

resolution;

*Extracts service information - camera num,
date/time, alarm signals;
*Controls grabbed video quality - Q-factor, fps,

*Directs video streams to files or Player object










Server

File Server
‘ ORBiIt name server . N
<<process>> <<iile>> Wersion=orb22%) Client workstation
NFS server 'ORBIt name <<utility>>
service IOR Database manager HTTP browser
{MysQL=}
Archive <<process>>

Alarm
Archive manager Notification
— {Landguage=Python}

<<process>>

<<process>> HTTP(S) server

1 Record schedule manager {=Apache}

{Landguage=Python} clent
{Language=C++}
VideoPlayer
<<process>>
< >: Landguage=C++]
Alarm detector e <‘“""‘y >1 {Landguage=C++}
_ ystem configuration
Grabber server {Landguage=Python} and managment scripts
{Landguage=Perl(2)}

Grabber

{Landguage=C++}

Archive assistant
«I Grabber Video Streaming Server

Motion detector

<<process>>
Transmit chains launcher
{Landguage=C++}

<<executable>>
U

jdpClient
{Language=C++}

<<executable>>
Chain manager
{Language=python}

Live Transmit Mngr
{Landguage=Python}

<<executable>>

rtpserver
{Language=C++}

Udpserver
{Language=C++}

<<executable>> <<executable>>
Video frames retreiver /Player Video transcoder

{Landguage=Per} {Language=C++}













b

H Grab frame )
\

C Decode LML header )
v

If video transmission has interrupted,
send signal to Alarm Detector
Check for live transmit ( Transmit frame to
\\ VideoServer

Check for recording

f Ask ArchiveAssistant for )

/K a device to store new clip

Check if the file is open

C . ] Create new file,
Wit frE:|r/ne to file Set it's length to 0 sec

Write entry into
Frame Reference table

Close file in case clip
length is >= 1 sec

If snapshot is required,
write snapshot file

NEDZ N N




General state diagram of schedule record manager

Check to start recordings

Alarm event activated or time for recheck \/

Wait

-

Check to stop recordings

Alarm event cancelled /\




Detailed description of state "Check to start the recordings"

B' T Prepare list of views to be recorded
Select views from schedule records

which refer to active alarms.

i

N

Prepare list of cameras

Select cameras from the list of views to to be recorded

record, which are not present in active

recordings table.
[list is empty]

[list not empty]

< Pick one camera )

Grabber
< _______________
i
Add camera to active
Start writing of video from the " recordings table ’
camera X to the archive.

|

Remove camera from list
of cameras to stop recording




Detailed description of state "Check to stop the recordings"

B Prepare list of views to be recorded

Select views from schedule records
which refer to active alarms.

i

N Prepare list of cameras

Select cameras from the list of active to stop recording

recordings table which are not present
views to record list.

[list is empty]

[list not empty]

< Pick one camera >

Grabber

Remove camera from

Stop writing video from the @ctiveliecorinosliable

camera X to the archive. \l/

Remove camera from list
of cameras to stop recording




General state diagram of AlarmDetector

Alarm source signal arrived (C Check to activate alarm(s) )
(in_AlarmSource) .

Wait

J

| \C Deactivate Alarm(s) )
Active alarm event(s) cancelled
(by timeout or by operator)

Get list of active alarms, with PossibleActivityPeriod .
Periodic check not containing current system time (DB query)

C Deactivate Alarm(s) )
J

( . in_AlarmSource = NULL . )

C Check to activate alarm(s) )
J




Implementation of "Check to activate alarm(s)"

to given "in_AlarmSource" (DB query)

|

( Remove AlarmConditions with Possible Activity . )

( Get list of non-active AlarmConditons referenced

Period not contining current system time (DB query)

|

< Add AlarmConditions to Active Alarms table

____________ >| Client manager

BRE ﬁl Archive Manager

| Record Schedule Manager

Implementation of "Deactivate alarm(s)"

< Remove AlarmCondition(s) from Active Alarms table >
-------------- >| Client manager
\‘\\ —\)l Archive Manager

| Record Schedule Manager |




?

i Initialize, .
Contact AlarmDetector

J

Check sensors number
each second

Sources number
changed

NG Stop checking turned off sensors )

has

N\

C Add new sensors to system database )

Check for recording
For each sensor

L Get sensor status

D)

Alarm

¢

If sensor was 'OK' or 'ERROR'
Send alarm to AlarmSetector

y

¢

If sensor was active > k
checks ago - set status to ERROR

)

—C Set sensor state to 'ALARM' ) <

If sensor was active > k
checks ago - set status to OK

)




* Creates new connections

* Terminates existing connections

* Receives and dispatches commands
from clients

Frame retriever

Retreiving video data
from archive and
grabber object

+Pause()
+Play()
+PlayArcVideo( HostName, CamNum, DateTime )

+PlayLivevideo( HostName, CamNum )
+SetFPS(iFPS )
+SetSpeed( dSpeed )

/

Launcher/Chains manager

FrameBuffer Y

+AttachNewClient() 0., T q
+DestroyConnection() DSBS "~ " * Transcoding data into specified
T— | format (H.26x, MJPEG)
1 +ConnectToSrcBuf() : boolean * RTP-encapsulation
+ConnectToTargetBuf() : boolean

+SetMode()
+Shutdown() : boolean
+Start() : boolean
+Stop()

FrameBuffer

0..*
RTP Transmitter ~ |----1

* RTP packets transmission;

+ConnectToSrcBuf()

+SetRTPConnectionProps()

+ShutDown()

RTP Y
Client
* Decodes incoming data
~ 77 7* Audio/video playback

* Transmits clients

command to Launcher
*GUI




| Database manager | | Player |

| Recording schedule manager

Check table of

i

1%}
=
o
=
<
I}
o
£
£
<
<

Start recordings scheduled on

the occured alarm

.Notify surveillance operators
'm record to archive

ar
+

4: Add al

| Alarm detector |

L:Alarm signal ___,

| Alarm source |
T
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
'



Recording shedule manager Grabber

1: Recording schedule check

1. Periodic checks of recording T
schedule is performed. —
2. Listening to alarm signals from
AlarmDetetor.
|
i
! 2:_Start recording from camera 'k’
T
i
i
i
—--i - -
i
13: Record sheedule check

4: Time passed, stop recording

Record finished




